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1 Introduction

This document describes the Radianz posture, strategy, and framework for providing
secure products and services. These include:

« RadianzNet;
« Radianz Hosting;

« Radianz products, such as real-time messaging, electronic mail, public key
infrastructure, instant messaging, secure document transfer, managed firewalls,
and virtual private networks; and

« supporting infrastructure, including operational support and management systems,
billing support systems, network services, physical facilities, and customer
service.

1.1 Audience
This document is intended for both Radianz and its customers and prospects:

« This document provides Radianz customers and prospects a means to evaluate the
security of Radianz products and services.

« For Radianz employees, this document specifies Radianz’s strategy and approach for
providing secure products and services.

1.2 Overview of Radianz Security

Radianz offers a highly reliable, secure community of interest network over which
members of the global financial community may conduct their business safely, reliably,
and effectively.

Security is intrinsic to the Radianz brand. Security is the single major concern of
Radianz customers, thus a major part of our value to them. Customers entrust to us their
critical business transactions, delivery of their products, and a considerable portion of
their sensitive information assets. Security is a fundamental business enabler and
differentiator for Radianz.

Security is Radianz’s single most important differentiator.
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GLOSSARY

Access control limiting use of some resource to authorized users.

Access control list a data entity associated with a resource that specifies the
authorized users.

Access control set synonym for Access Control List; there may be some distinctions of
significance between the two.

Accountability enables the reconstructing of events on a computer system or network. It
allows a system or network administrator to follow the actual steps that occurred in a
security incident and detect the individuals responsible.

Administrator account a default account on a Windows NT system that has
high-level privileges.

ANSI a standards organization that issues standards for computer networking.

Application gateway a type of firewall that bases access decisions on the nature of the
application’s communication.

Asymmetric cryptography public key cryptography.

Audit to record events that might have security significance — for example, when access
to resources occurred.

Audit ID an ID, used in constructing an audit trail, that is associated with each user.
Authenticate a determination of whether information is genuine or not.
Authentication reliably determining the identity of a communicating party.
Authorization permission to access a resource.

Awareness (in security) the knowledge in the user community about the importance of
information security.

Background authentication automatic authentication when a user requests a service
without the user having to do anything.
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Batch job a procedure run on behalf of a particular user -- while the user need not be
physically present at any terminal and no terminal is associated with the process.

Block encryption reversibly scrambling a fixed-size piece of data into a fixed size piece
of cipher text.

Call back a security mechanism for dial-in connections to a network -- a user calls in,
requests a connection, and hangs up. The system then calls him back and thus reliably
knows the telephone number of the caller.

Captive account an account on a timesharing system that allows someone who uses that
account to run only a single program which carefully controls access to system resources.

Certificate a message signed with a public key digital signature stating that a specified
public key belongs to someone or something with a specified name.

Certification authority (CA) some entity trusted to sign certificates.

Certification revocation list (CRL) a digitally signed data structure listing all the
certificates created by a given CA that have not yet expired but are no longer valid.

Challenge a number given to something so that it can cryptographically process the
number using a secret quantity it knows and return the result (called the response). The
purpose of the exercise is to prove knowledge of the secret quantity without revealing to
an eavesdropper. This is known as challenge/response authentication.

Change management A defined process for the orderly management of change from
one defined state to another.

Checksum a small, fixed-length quantity computed as a function of an arbitrary length
message. [t’s computed by the sender of a message and recomputed and checked by the
recipient of a message to detect data corruption.

Chroot a UNIX system call that allows the system administrator to change a particular
directory to the root directory for a user (effectively limiting the user’s ability to traverse
the UNIX file system).

Client something that accesses a service by communicating with it over a
computer network.

Compromise to invade by getting around its security.
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Confidentiality the practice of preventing information from being divulged to
unauthorized parties.

Credential(s) secret information used to prove one’s identity in an
authentication exchange.

Data classification the labeling of information according to its sensitivity.

Data custodian a trustee who has been given responsibility for the protection of a
corporate information resource.

Data encryption protecting information by scrambling information that can only be
unscrambled by the use of a special key.

Data guardian the person responsible for the protection of a corporate
information resource.

Data owner the individual who has created or been given ownership of an
information resource.

Decipher to decrypt.
Decrypt to reverse the encryption process.
Delegation giving some of your rights to another person or process.

Denial of Service an attack that attempts to deny corporate computing resources to
legitimate users.

Directory service a service provided on a computer network that allows one to look up
addresses (and perhaps other information) based on names.

DNS (Domain Name Service) the naming convention defined in RFC 1033. DNS names
are often referred to as “internet addresses” or “internet names.”

DSS (Digital Signature Standard) a public key cryptographic system of computing
digital signatures.

EDE (encrypt/decrypt/encrypt) a method of making a secret key scheme more secure
using multiple keys.
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Encrypt scrambling information so that only someone knowing the appropriate secret
can obtain the original information (through decryption).

Escrow to hold something in safe-keeping. Most uses of the word actually mean keeping
the something safe from the owner as opposed to providing any safety for the owner.

File access permissions a set of flags that are used to determine whether or not to grant
access to a file or directory.

Filtering router a router capable of performing packet filtering.

Firewall a computer system or network device that limits traffic between a trusted and
untrusted network.

Hash a cryptographic one-way function that takes an arbitrary-sized input and yields a
fixed-size output.

Integrity can also be called “correctness.” A system protects the integrity of data if it
prevents unauthorized modification (as opposed to protecting the confidentiality of data,
which prevents unauthorized disclosure).

Integrity checks a utility or task that reviews a computing environment for
unauthorized modifications.

Intermediary something that facilitates communication between parties that wish
to communicate.

IP forwarding attack a hacking technique used to attempt to pass TCP/IP packets to a
protected network.

ISO (International Standards Organization) an international organization tasked with
developing and publishing standards for everything from wine glasses to computer
network protocols.

Key a quantity used in cryptography to encrypt or decrypt information.

LAN (LAN) a method of interconnecting multiple systems in such a way that all
transmissions over the LAN can be listened to by all systems on the LAN.

Mandatory access codes an access control mechanism where the owner of data does not
have full control over who may access the data.
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Masquerade (also “Spoof™) to pretend to be “X” when you are not “X,” without
“X’s” permission.

Mutual authentication when each party in a conversation proves its identity to the other.
Overrun when a network is taken over by a “bad guy.”

Packet filtering the limiting of TCP/IP traffic, based upon the type of traffic, source and
destination IP addresses, ports or other information.

Password cracking a method seeking to discover passwords by passing a dictionary of
terms through a password algorithm to compare the output to the encrypted
password string.

PIN (Personal Identification Number) a short sequence of digits used as a password.

Preauthentication a protocol for proving you know your password before you are
allowed access to a high quality secret encrypted with that password.

Privacy protection from the unauthorized disclosure of data.
Private key the quantity in public key cryptography that must be kept secret.

Privileged user a user of a computer who is authorized to bypass normal access control
mechanisms, usually to be able to perform system management functions.

Public key the quantity in public key cryptography that is safely divulged to as large an
extent as necessary or convenient.

Public key cryptography also known as asymmetric cryptography, a cryptographic
system where encryption and decryption are performed using different keys.

Revocation taking back privileges, for example, as when an employee leaves
a company.

Risk analysis the balancing of the exposure (risk) with the probability that it will occur.

Risk assessment sometimes called risk analysis — the analysis of controls (specifically
their effectiveness).

Routing attack a hacking method that uses the IP source routing option to route
packages to a destination where they can be manipulated.

Security Framework (Web)
Copyright © 2000, 2001 Radianz Limited.
The information contained herein is proprietary to Radianz. Unauthorized use, duplication, or
disclosure is strictly prohibited.



—
% J Security Posture and Framework

Radianz Version 0.20 23 April 2001
-23-

SSL secure socket layer. Used for authentication and encryption between a client
and a server.

Secret key the shared secret quantity in secret key cryptography that is used to encrypt
and decrypt data.

Secret key cryptography also known as symmetric cryptography, a scheme in which
the same key is used for encryption and decryption.

Self assessment an audit performed by a system administrator, user department or any
group that is not independent. Often performed in anticipation of an audit.

Sign to use your private key to generated a digital signature as a means of proving you
generated, or approve of, some message.

Signature a quantity associated with a message which only someone with knowledge of
your private key could have generated, but which can be verified through knowledge of
your public key.

Simple Mail Transport Protocol (SMTP) a protocol for sending electronic mail across
a network, standardized by the IETF.

Simple Network Management Protocol (SNMP) a protocol for controlling systems
across a network, standardized by the IETF.

Spoof (also masquerade) to pretend to be “X” when you are not “X,” without
“X’s” permission.

Strong authentication authentication where someone eavesdropping on the
authentication exchange does not gain sufficient information to impersonate the principal
in a subsequent authentication.

Superuser an operating system concept in which an individual is allowed to circumvent
ordinary security mechanisms. For instance, the system manager must be able to read
everyone’s files for the purpose of doing backups.

TCP/IP a family of networking protocols and services based on IP (internet protocol).

Token based authentication authentication that is provided by the possession of a
unique physical card or device that supplies one component of the authentication process.
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Trojan horse a piece of code embedded in a useful program for nefarious purposes, for
instance to steal information. Usually the term Trojan horse is used rather than virus
when the offending code does not attempt to replicate itself into other programs.

Trusted intermediary a third party such as a KDC or CA that permits two parties to
authenticate without prior configuration of keys between those two parties.

Trusted server something that aids in network authentication.

Verify a signature perform a cryptographic calculation using a message, a signature,
and a public key to determine whether the signature was generated by someone knowing
the corresponding private key signing the message.

Virus a piece of a computer program that replicates by embedding itself it other
programs. When those programs are run, the virus is invoked again and can
spread further.

VPN virtual private network. A technique that encrypts and protects traffic between two
trusted networks.

Worm a self-contained program that replicates by running copies of itself — usually on
different machines across a computer network.
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